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Abstract
Monitoring activity in computer networks is required to detect anomalous activities. This
monitoring model is known as an intrusion detection system (IDS). Most IDS model developments are based on machine learning. The development of this model requires activity data
in the network, either normal or anomalous, in sufficient amounts. The amount of available
data also has an impact on the slow learning process in the IDS system, with the resulting
performance sometimes not being proportional to the amount of data. This study proposes
an IDS model that combines DBSCAN modification with the CART algorithm. DBSCAN
modification is performed to reduce data by adding a MinNeighborhood parameter, which is
used to determine the distance of the density to the cluster center point, which will then be
marked for deletion. The test results, using the Kaggle and KDDCup99 datasets, show that the
proposed system model is able to maintain a classification accuracy above 90% for 80% data
reduction. This performance was also followed by a decrease in computation time, for the
Kaggle dataset from 91.8 ms to 31.1 ms, while for the KDDCup99 dataset from 5.535 seconds
to 1.120 seconds.
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Introduction

The growth of the Internet and computer network poses a serious threat to data security [1].
Various gaps in security systems are increasingly being found along with the development of
Internet technology [2]. To maintain data integrity and confidentiality, the creation of a system
that can detect attacks and log any anomaly in a network is of great importance [3]. One
of the efforts to prevent attacks from occurring again is to use an intrusion detection system
(IDS). An IDS works by detecting based on the search for the specific characteristics of the
attempted attack. There are also IDSs that work by detecting based on a comparison of normal
traffic patterns with abnormal or anomalous traffic patterns. Abnormal traffic patterns, such as
DoS, U2R, probe, and R2L [4]. Various techniques for intrusion detection and performance
parameter accuracy are important parameters in an IDS. The detection rate and false alarm
rate, in particular, play important roles in the accuracy analysis. Intrusion detection should be
enriched to reduce false alarms and increase detection speed [5, 6].
IDS is mostly developed based on machine learning [5–7]. This IDS classifies every activity
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in the network, whether normal or anomalous. This classification system serves to study and predict attack patterns [8].
In the classification, to create a model, a data pattern learning
process called learning is needed. The learning process, for
classification, requires time proportional to the amount of data
being processed. Thus, the greater the amount of data processed,
the longer the computation time and the higher the resources
required. In a learning system, the more data that is used, the
smaller the error rate (i.e., the accuracy increases) [9, 10]; however, the large amount of data that is not well distributed also
results in high computation time, which is not proportional to
the accuracy performance parameters it produces.
A large amount of data and the number of attributes, known
as the data dimension, will influence the learning process. Large
data dimensions can also worsen system performance, depending on the data distribution model and the type of attributes
used. These conditions require machine learning for the dimensional reduction process. Dimension reduction can reduce
the number of data or reduce the number of attributes, or both
[11]. The data reduction process can be performed using clustering techniques, which aim to cluster data into small clusters
to be used for learning, as was done by Wiharto et al. [12].
In this study, clustering was carried out, and then each cluster
was used for the Levenberg-Marquardt learning algorithm and
the quasi-Newton algorithm, to be combined with the na?ve
Bayesian algorithm for the conclusion. The use of clustering for
data reduction was also carried out by Uhm et al. [11], which
combines data reduction and attribute reduction.
The use of clustering in the research of Uhm et al. [11] and
Wiharto et al. [12] aims to divide the data into a number of
clusters so that the amount of data for each cluster is less than
the total data. The clustering approach does not reduce the total
data, because if all the data from each cluster are added up, it
will remain the same as the original data. The use of clustering,
in addition to data clustering, can also be developed to become
the basis for data reduction so that the amount of data is reduced.
The development of data reduction, using this approach has not
yet been fully explored. In the development of the IDS system,
the data handled has the characteristics of a lot of noise or data
outliers [13], and also has high data dimensions [14]. This condition is very appropriate when using the density-based spatial
clustering algorithm of applications with the noise (DBSCAN)
clustering algorithm. This is because the DBSCAN algorithm
has advantages over other clustering algorithms. These advantages include the ability to detect outliers/noise. This is because
the density-based concept used, namely, objects that do not
www.ijfis.org

have proximity to other objects, will be recognized as outliers
[15–17].
In this study, we developed a clustering model for data reduction by modifying the DBSCAN clustering algorithm (mDBSCAN). Modifications were made so that DBSCAN carried
out the clustering process, with the aim of clustering to reduce
the amount of data. The use of a modification of the densitybased clustering model is expected to lose information, and the
differences in data homogeneity can be overcome. Modifications are made to reduce data that have a distance less than a
predetermined limit (MinNeopleshood) to the formed clusters.
A small distance value indicates that the difference in features
is relatively small; therefore, if it is reduced, it does not lose information, because it is represented by other data in the cluster
when it is used for training in the classification model. Reduced
data are then classified using the classification and regression
tree (CART) algorithm to determine the presence or absence of
anomalies.
The remainder of this paper is organized into several sections.
Section 2 describes the literature review, and Section 3 describes
the proposed methodology. Section 4 contains the results and
discussion, and the last section presents the conclusions and
developments that can be continued in future work.

2.

Literature Review

The dimensional reduction method is divided into two categories: reducing the amount of data and reducing the number of attributes [11]. The method of reducing the number of
attributes is divided into transformation-based reduction and
selection-based reduction [18]. For example, transformationbased reduction is principal component analysis (PCA), while
selection-based reduction is further divided into three types:
filter, wrapper, and embedded approaches. The embedded approach is a simpler method because the reduction process is
carried out simultaneously with the classification process; for
example, the algorithm is ID3, CART, and C4.5. The embedded
method approach is more practical and it is easier to understand
the resulting rules. A number of studies have shown that CART
is able to provide better performance in general [19–21]. This
is supported by a study conducted by Thapa et al. [22]. In
this study, we developed an IDS model that combines machine
learning with deep learning. The test results show that the
CART performance is still better than CNN + Embedding, both
in terms of accuracy and computation time. The IDS CART
system also performs well in detecting normal packet types,
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prob, and U2R [23]. The suitability of the CART algorithm
for IDS cases was also demonstrated in a study conducted by
Radoglou-Grammatikis and Sarigiannidis [24].
Algorithms in the decision tree learning group, including
CART, are strongly influenced by a large amount of data. This
is because each data will be partitioned and formed as a decision
tree; the more data used, the higher the level of accuracy, but
this also results in overlapping for the same class and criteria
[25]. This will result in decision-making time and the amount of
memory used. Several studies have been conducted to address
these problems, including using data reduction techniques in the
data preprocessing process. To perform data reduction, there
are three approach strategies [26]: dimensionality reduction,
numerosity reduction, and data compression. Sampling is a nonparametric method of numerosity reduction that reduces data
by representing large datasets as smaller random data subsets.
However, the sampling technique still has several problems in
representing the data, namely, sampling can exclude some data
that may not be homogeneous with the data taken [27]. This
affects the level of accuracy in the classification results. The
numerosity reduction approach can also be performed using
clustering. This clustering approach focuses more on grouping
data that have similarities [5, 6].
Data reduction models, using clustering algorithms, have
been developed, see Moitra et al. [28]. In this study, data reduction was used to solve the complexity problem of persistent
homology in representing topological features. K-means++ was
used to form a nanocluster for each cluster formed. Subsequent research was conducted by Alweshah et al. [29]. In this
research, data reduction is used to solve the problem of the
amount of transaction data that affects the computation process.
The proposed DRB (dataset based on clustering) method can
reduce transaction data based on the cluster number of transactions that occur so that the data imbalance can be resolved.
Subsequent research was conducted by Shen et al. [30], but
for the case of data reduction to overcome redundant data in an
image. The method used is a modification of the SVM by implementing the Fisher discriminant ratio method and the K-means
method.
Le-Khac et al. [31], developed a data reduction model by
combining the shared nearest neighbor similarity (SNN) algorithm and DBSCAN. The weakness in this model is that there
are two processes, namely the SNN and DBSCAN processes,
which, when there is a large amount of data, will affect the
speed of the computation process. The development of dimensional reduction was also conducted by Wang et al. [32]. The
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development carried out combines a reduction in the amount of
data with random sample and attribute reduction, using PCA
for further clustering using the c-means clustering algorithm.
In this study, two reductions were carried out: the attributes
and amount of data. The proposed reduction model combines
random sampling (RS) with c-means clustering. Referring to
the clustering algorithm used, the study by Le-Khac et al. [31]
was better than that of Wang et al. [32]. This is due to the
ability of the DBSCAN clustering algorithm to provide better
performance than the c-mean, especially for noisy data [33, 34].
The current development of a clustering-based reduction
model is limited to clustering data. The next step to reduce the
amount of data needs to be combined with other methods, such
as those conducted by Le-Khac et al. [31] and Wang et al. [32].
Merging the clustering algorithm with several other algorithms
will have an impact on the speed of computation, given the
large amount of data processed. This condition encourages the
development of a clustering algorithm, which in the clustering
process also reduces data. The data reduction process must
also pay attention to performance when applied in cases of
calcification, such as in an intrusion detection system.

3.

Methods

3.1

Material

This research was conducted based on intrusion detection evaluation data, which is a simulation result of the US Air Force LAN
military network environment. The dataset consisted of 25,192
rows and 42 data columns. The data source can be accessed online at https://www.kaggle.com/sampadab17/network-intrusiondetection. Furthermore, the data were divided into two categories, training and testing data. The 42 variable features used
consisted of 37 quantitative features, 4 qualitative features, and
1 feature for normal and anomaly grouping. The second dataset
uses the KDDCup99 dataset, which can be accessed online at
http://kdd.ics.uci.edu/databases/kddcup99/kddcup99.html. The
data used consisted of 39 features and 1 feature as a class whose
value was normal or anomalous, with a total data of 41,166.
3.2

The Proposed Method

This study used a number of stages, as shown in Figure 1(a).
Figure 1(a) shows that there are preprocessing stages, data reduction using a modified DBSCAN clustering algorithm, data
sharing for training and testing, and classification using the
CART algorithm; finally, we evaluate the performance of the
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model. The results of the clusters will group independently,
and there is a possibility that the data will form clusters that
do not match the labels contained in the data. This results in
an inconsistent comparison of data ratios. The second stage
reduces the data against each previously separated data, and the
data reduction process is carried out using Algorithm 1. The
DBSCAN algorithm is modified by adding a MinNeighborhood
variable, which is used to determine the distance of the density
to the cluster center point, which will then be marked for deletion. In the third stage, after each data class is reduced, there are
no inconsistencies in the ratio of the data, the data is combined
again. The distance between two points in the m-DBSCAN
algorithm reduction process was measured using Eq. (1).
v
u n
uX
2
dij = t
(xvi − xvj ) ,

(1)

v=1

where dij is the distance between point i and point j, xvi coordinates of point i for the dimension v, xvj coordinates of point
j for dimension v, and dij is the vector of point dimension [37].

Figure 1. Research method.
IDS system. The preprocessing stage is divided into three
processes: data cleaning, normalization, and data separation.
Data normalization was performed using the z-score method
[35]. The data reduction stage was performed using a modified
DBSCAN algorithm. This stage is a part of the dimensional
reduction in terms of the amount of data, as shown in Figure
1(b). Data reduction was developed based on the DBSCAN
clustering algorithm. The DBSCAN algorithm itself is an algorithm for clustering data into a number of clusters without
reducing data [14, 36]. Therefore, DBSCAN can also be used
to reduce the amount of data; it is necessary to modify the
DBSCAN algorithm, so that in addition to data clustering, data
reduction is also performed.
Data reduction using DBSCAN was divided into three stages.
The first stage separates and classifies the data based on the
class. This process is performed because the method used to
reduce the data is an algorithm with an unsupervised learning
www.ijfis.org

The next stage is data sharing for training and testing at a later
stage. Data sharing with a composition of 70% for training and
30% for testing. The next stage is classification using the CART
algorithm. This stage is divided into two parts: the training
and testing processes. In the CART algorithm training section,
apart from training, it is also an attribute reduction process, as
shown in Figure 1(b). This is because the CART algorithm
is included in the dimensional reduction with an embedded
approach. The CART algorithm is a classification algorithm
that uses a decision-tree classifier approach. CART aims to
obtain an accurate dataset as a result of the classification. The
decision tree model, produced by the CART algorithm, depends
on the scale value of the dependent variable if the scale value of
the response variable is continuous, the resulting decision tree
model is a regression tree, and if the scale value of the response
variable is categorical, the resulting tree is a classification tree
[38].
The CART algorithm is a decision tree algorithm model in
which there are root nodes, internal nodes, and terminal nodes.
The tree depth was calculated from the main node. Constructing
the CART algorithm with the classifier model is described as
follows [39]:
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Algorithm 1. m-DBSCAN(D, Eps, MinPts, MinNeighbor)
1: C = 0
2: for each unvisited point P in dataset D do
3:
mark P as visited
4:
N = getNeighbors (P, Eps)
5:
X = getNeighbors (P, MinNeighbor)
6:
if sizeof(N) < MinPts then
7:
mark P as NOISE
8:
else
9:
C = next cluster
ExpandCluster(P, N, C, Eps, MinPts, MinNeighbor,X)
10:
Algorithm 2 . ExpandCluster(P, N, C, Eps, MinPts, MinNeighbor,X)
1: add P to cluster C
0
2: for each point P in N do
0
3:
if P is not visited then
0
4:
mark P as visited
0
0
5:
N = getNeighbors(P , Eps)
0
6:
deleteNeighbor = getNeighbors(P , MinNeighbor)
7:
if sizeof(N’) > = MinPts then
0
8:
N = N joined with N
9:
X = X joined with deleteNeighbor
0
10:
if P is not yet member of any cluster then
0
11:
add P to cluster C

if there is no significant decrease in heterogeneity/impurity or
a minimum limit of n, such as only one observation per child
node. The minimum number of limits in an end terminal is
generally 5. When terminal nodes are found, the decision tree
formation is terminated.

3.2.2

Pruning the classification tree and determining the
optimal classification tree

The main purpose of building a classification tree is to create
a classifier model in the form of a decision tree that has the
smallest misclassification error value, or close to 0. The largest
classification tree must give the smallest misclassification error
value, so it will always tend to choose this tree as the classifier
model. However, this decision tree is highly complex in describing the data structure. One way to determine the optimum
classification tree, without reducing the accuracy of this classifier model, is by trimming the classification tree. The level
of importance of the tree of interest is measured based on the
minimum cost complexity formulated in Eq. (5).
Dα (Tk ) = D(Tk ) + α Ťk .

(5)

Dimana,
3.2.1

Dα (Tk ) = devian from part tree Tk

Form a classification tree

Ťk = set of terminal nodes at Tk
The sample data for heterogeneous learning were used as the
basis for the formation of a classification tree. At this stage,
the sorting is selected from the learning data by following the
sorting rules and the goodness-of-split criteria, which results
in the highest reduction in heterogeneity levels. Determining
the suitability of the goodness-of-split ∅(s, t) of the candidate
branch s at decision dot t is formulated as Eqs. (2)-(4).
N ∅(s, t) = 2PL PR Q(s | t),

(2)

∅(s, t) = 2PL PR Q(s | t),

(3)

The number of categories

Q(s | t) =

X

|p(j | tlef t ) − p(j | tright )|,

j=1

Ťk = number of terminal nodes in T̆k
α = cost-complexity parameter
The IDS system model developed with the DBSCAN modification, its performance was measured by referring to the
confusion matrix, as shown in Table 1. The performance parameters used included accuracy, precision, sensitivity, and
specificity. Referring to Table 1, the performance parameters
can be calculated using Eqs. (6)-(9).
TP
,
TP + FN
TN
=
,
TN + FP

Sensitivity = T P rate =

(6)

Specif icity = T N rate

(7)

(4)
where tlef t is the left branch candidate from the decision dot t,
tright the right branch candidate from the decision dot t, p(j |
tlef t ) probability j on the right branch node, and p(j | tright )
probability j at the left branch node. The sorter that results in
higher Q(s | t) values is the better sort and is chosen to be the
node splitter/branch. A node t will become a terminal node
193 | Wiharto, Aditya K. Wicaksana, and Denis E. Cahyani

Table 1. Confusion matrixs
Predictive class
Actual class

Positive

Negative

Positive

TP

FN

Negative

FP

TN
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TP
,
TP + FP
TP + TN
Accuracy =
.
TP + FN + FP + TN
P recision =

(8)
(9)

4.

Result and Discussion

4.1

Results of Data Reduction with DBSCAN Modification

Data reduction is performed by deleting some data that have
a certain density level that has been determined according to
the data distribution. The density level is explicitly defined
as the MinNeighborhood value. The data reduction process
begins by making two experimental scenarios, namely, by reducing the data without considering labels and considering data
labels. This scenario is performed to determine the effect of

data reduction by considering the data label compared without
considering the data label. Reduction by considering data labels is performed by grouping the data based on labels. The
next step is to calculate the distance matrix for each data to be
grouped to determine the input parameters of Eps, MinPts, and
MinNeighborhood. The last step is to reduce the data based
on the cluster formed, and data reduction is performed using
the density approach. In this study, the reduction scenario was
carried out from data reductions of 5%, 20%, 30%, 49%, and
60%, and finally at 80%. The results of data reduction without
or considering labels for the Kaggle dataset are shown in Tables
2 and 3.
Table 2 shows the results of data reduction without considering the data labels using the Kaggle dataset. In the data
reduction process, the parameters of the m-DBSCAN were
determined empirically. If we observe that the MinPts param-

Table 2. Results of data reduction without considering the data label (Kaggle)
Parameters of DBSCAN

Reduction data (%)

Number of data

Not using DBSCAN

0

25,192

MinPts=170; Eps=0.1; MinNeighborhood=0.05

5

23,932

MinPts=40; Eps=0.5; MinNeighborhood=0.05

20

20,154

MinPts=40; Eps=0.8; MinNeighborhood=0.5

30

17,634

MinPts=100; Eps=1.0; MinNeighborhood=0.8

49

12,848

MinPts=115; Eps=1.2; MinNeighborhood=0.8

60

10,080

MinPts=125; Eps=1.5; MinNeighborhood=1

80

5,040

Table 3. Results of data reduction by considering labels (Kaggle)
Normal

Reduction
data (%)
0

Parameter
-

Anomaly
N
13,449

Parameter
-

11,743

Total
number of
data
25,192

N

5

MinPts=200; Eps=0.05;
MinNeighborhood=0.05

12,818

MinPts=120; Eps=0.1;
MinNeighborhood=0.05

11,183

24,001

20

MinPts=30; Eps=0.1;
MinNeighborhood=0.1

10,812

MinPts=70; Eps=0.1;
MinNeighborhood=0.05

9,431

20,243

30

MinPts=10; Eps=0.1;
MinNeighborhood=0.05

9,424

MinPts=50; Eps=0.1;
MinNeighborhood=0.05

8,355

17,779

49

MinPts=180; Eps=1.5;
MinNeighborhood=0.1

6,663

MinPts=10; Eps=0.1;
MinNeighborhood=0.05

6,005

12,668

60

MinPts=200; Eps=1.5;
MinNeighborhood=0.1

5,845

MinPts=8; Eps=0.08;
MinNeighborhood=0.05

4,075

9,920

80

MinPts=230; Eps=1.8;
MinNeighborhood=0.2

2,851

MinPts=5; Eps=0.08;
MinNeighborhood=0.05

2,161

5,012
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Table 4. Results of data reduction without considering the data label (KDDCup99)
Parameters of DBSCAN

Reduction data (%)

Number of data

Not using DBSCAN

0

25,192

MinPts=10; Eps=0.1; MinNeighborhood=0.05

5

23,932

MinPts=10; Eps=0.1; MinNeighborhood=0.3

20

20,154

MinPts=10; Eps=0.25; MinNeighborhood=0.28

30

17,634

MinPts=40; Eps=0.6; MinNeighborhood=0.6

49

12,848

MinPts=115; Eps=1.2; MinNeighborhood=0.8

60

10,080

MinPts=125; Eps=1.5; MinNeighborhood=1

80

5,040

eter value will be higher when needed to produce a higher
percentage of data reduction. The same is true for the Eps and
MinNeighborhood parameters; the higher the value, the higher
the percentage of data reduction. The m-DBSCAN parameter
pattern is also the same when using label separation for data labeled normal. The data labeled anomaly shows that the smaller
the value of Eps and MinNeighborhood, the higher the percentage of data reduction, while the MinPts parameter is relatively
constant.
The next test results were obtained using the KDDCup99
dataset. Testing was performed using KDDCup99 data in 50%
of the total existing data. Data were collected randomly, and
data reduction was carried out using m-DBSCAN. In the KDDCup99 dataset, reduction was carried out without considering the data labels. The results of the data reduction using
m-DBSCAN are shown in Table 4. The pattern of parameter
values in the m-DBSCAN algorithm is the same as when using
the Kaggle dataset; that is, if the MinPts, Eps, and MinNeighborhood values are greater, then the percentage of data reduction
is also higher.
4.2

Classification Results using the CART Algorithm

The stage after data reduction is the learning and testing process
of the CART algorithm, which is then followed by an evaluation of the resulting performance. The main purpose of the
performance evaluation is to determine the suitability of the
m-DBSCAN, combined with the CART algorithm, for IDS
cases. The measurement of system performance is presented in
Table 1, with the parameters measured as sensitivity, specificity,
precision, and accuracy, with parameter calculation referring to
Eqs. (5)-(8). The evaluation of the results of data classification,
after data reduction, without considering data labels is shown in
Figure 2. Figure 2 shows that the percentage of data reduction
affects the IDS performance. Referring to all the performance
195 | Wiharto, Aditya K. Wicaksana, and Denis E. Cahyani

Figure 2. Effect of data reduction on IDS performance, not considering data labels.

Figure 3. Comparison of time computation with IDS performance,
without considering labels.
parameters used, when the percentage data reduction increased,
the performance decreased, but was relatively small.
The next performance evaluation of the proposed IDS system is time computation. Time computation is performed to
measure the effect of percentage data reduction on the time
computation. The results of the evaluation of the time computation performance parameters, for classification in the IDS
system, are shown in Figure 3. Figure 3 shows the performance
of the first scenario, namely, data reduction, without considering data labels. This experiment was conducted to test whether
changes in the balance of the data affected the performance
of the classification results. Figure 3 shows that the greater
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Figure 4. Effect of data reduction on IDS performance parameters
(class separation).

the percentage data reduction, the lower the computation time.
This lower computation time also affected the decrease in the
performance parameters of sensitivity, specificity, accuracy, and
precision. From the perspective of performance, the decline is
relatively small, but the decrease in computation time is very
significant. For an 80% data reduction there was a decrease in
computation time from 91.9 ms to 31.1 ms. The performance
test was carried out using Google collaboration, with cloud
specifications, using an Intel Xeon CPU @ 2.30GHz, Core 1,
25.51 RAM, and 107.77 disk.
The next test was conducted considering the labels of the
data used. The reduced data, taking data labels into account,
are shown in Table 3. Referring to Table 3, the classification
results using CART can be shown in Figure 4. Figure 4 shows
that increasing the percentage of data reduction affects the performance of the IDS system. The decline in IDS performance
was not significant, especially for a relatively small specificity
parameter. The sensitivity parameter is the most affected, but
in general, the accuracy of the IDS performance is still relatively good with a data reduction rate of up to 80%. The pattern
of decline in performance occurs linearly with the increase in
amount of data reduction, but there is a different pattern when
the data reduction reaches 60%. This difference is one of the
effects of the empirical determination of the m-DBSCAN algorithm parameters. The selection of parameters that are not
optimal reduces data that provides important information in
the CART algorithm learning process [38, 39]. In addition, it
is possible that when determining the m-DBSCAN parameter,
data reduction of 30% and 49% is less than optimal. This results in performance that is lower than for the case of 60% data
reduction.
The next test involved time computation, considering data
labels. The test results are presented in Figure 5. The use of
data reduction with m-DBSCAN can significantly reduce the
www.ijfis.org

Figure 5. Comparison of time computation with IDS performance
(class separation).
computation time while maintaining the performance of the IDS
system. For example, the specificity parameter of 99.4% using
80% data reduction can maintain performance at 94.4%, with
a time reduction from 91.9 ms to 31.1 ms. This also occurred
for the accuracy parameter from 99.4% to 92.3%. This shows
that the data reduction is up to 80%, and the IDS performance
can still be maintained, indicted by the accuracy performance
parameter remaining above 90%.
Testing the proposed system model uses two scenarios: testing without considering labels and scenarios considering data
labels in the data reduction process. The test results of the two
scenarios are shown in Figures 2-5, illustrating that the results
of the two scenarios provide similar levels of performance. This
condition is reinforced by the results of statistical tests, using
the t-test method with a confidence level of 95%, indicating
that the p-value > 0.05, which means that there is no significant
difference. This condition indicates that data reduction, carried
out either by considering the data label or not considering the
data label, has no effect on system performance, but in order to
anticipate the occurrence of imbalanced data generated in the
reduction process, the data label should be considered.
The next test uses the KDDCup99 dataset, using an approach
that does not consider data labels. The results of classification
testing with the CART algorithm using the KDDCup99 dataset
are shown in Figure 6. The test results show that when the percentage of data reduction increases up to 80%, the proposed IDS
system model has a relatively large decrease in performance at
reductions of 20% and 30%, while the others are relatively the
same without data reduction. This difference may be the factor determining the parameters of the M-DBSCAN algorithm,
which is less than optimal, which causes the selected data to be
reduced incorrectly. In the Kaggle dataset, there is a decrease
in performance, although not significant. However, when using
KDDCup99 the performance is the same, even though there is
a small decrease. This is because the amount of data resulting

Modification of a Density-Based Spatial Clustering Algorithm for Applications with Noise for Data Reduction in Intrusion Detection Systems

| 196

International Journal of Fuzzy Logic and Intelligent Systems, vol. 21, no. 2, June 2021

Figure 6. Effect of data reduction on IDS performance using the
KDDCup99 dataset.

Figure 7. Comparison of time computation with IDS performance
(KDDCup99).
from the reduction in the KDDCup99 dataset is greater than
the amount of Kaggle data. In classification algorithm training,
the greater the amount of data generated, the better the results
[10]. The time computation performance parameter shows that
the higher the percentage of data reduction, the lower it is, as
shown in Figure 7. This condition indicates that the decrease
in time computation is significant, but the resulting decrease
in performance is relatively small. This shows that IDS using
m-DBSCAN can reduce data while still providing classification performance with the CART algorithm in detecting data
anomalies.

4.3

Discussion

Classification testing using three scenarios was carried out for
model evaluation. An evaluation model is needed to test how
well the classifier model is formed to predict a value. In the first
scenario, data without reduction or separation of data were used.
Based on Figure 4, it is known that the accuracy of this model is
very good (99.4%), meaning that this classification model can
correctly predict network anomalies in 99 out of 100 attacks.
This performance requires a computation time of 91.8 ms. In
the second scenario, data reduction was performed using the m197 | Wiharto, Aditya K. Wicaksana, and Denis E. Cahyani

DBSCAN algorithm without considering the data label. The use
of m-DBSCAN enabled an effective reduction in data reduction
of up to 80%, maintaining an accuracy of 92.0%. In addition,
the computation time can also be reduced from 91.8 ms to 31.1
ms. The 31.1 milliseconds computation time is for processing
5,012 data or deleting 20,180 data. Another performance parameter of scenario two is the specificity that can be maintained
from 99.4% to 95.1%, with a data reduction of 80%. This
shows that m-DBSCAN can effectively reduce data by up to
80%. The third scenario is data reduction by considering labels,
and the results show the same levels of performance as cases
without considering data labels. This shows that data reduction
can be done without considering labels because the results of
reduction with m-DBSCAN are able to maintain the amount of
data for each label so that it does not cause imbalanced data.
M-DBSCAN is able to overcome data ratio inconsistencies,
owing to the ability of the DBSCAN clustering algorithm to
cluster data with a high level of compliance with data labels,
so that the reduction process will not significantly affect the
composition of the amount of data for each label.
In addition to the accuracy, the performance parameters measured in this study were sensitivity, specificity, and precision.
The resulting sensitivity parameter shows a decrease for each
increase in the percentage of reduction, but the decrease in the
performance parameter is, on average, less than 7.7%. This
means that the ability to detect an attack by the IDS system is
also translated as a security attack; its performance decreases
with a greater percentage of data reduction, but the performance
only drops by an average of less than 7.7%. The highest decrease occurred at 80% data reduction. The IDS model is much
more able to detect if the packet is not a security attack, as the
IDS system does not translate into a security attack. This ability
is indicated by the specificity performance parameter, where
the average value of the decrease is less than 3.2%. The next
parameter is precision, which measures the ability of the IDS
system to transmit an attack, and it is a security attack. This
parameter decreased by an average of less than 5%. Referring
to these parameters, the use of the m-DBSCAN data reduction
method in IDS shows a high reduction ability with a relatively
small decrease in performance, especially when the IDS system is translating a packet that is not a security attack, and the
translated IDS system is not an attack.
The clustering method has been widely used in several previous studies. Various approaches have been used, including
data splitting. Data splitting is used in the development of an
IDS model with a large amount of training data. In this model
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Table 5. Comparison of accuracy with various data reduction methods
Reduction Method
Reduction
data (%)

Kaggle

KDDCup99

m-DBSCAN

Sampling

Slice the data

m-DBSCAN

Sampling

Slice the data

0

0.994

0.994

0.994

0.944

0.944

0.944

5

0.958

0.943

0.943

0.950

0.977

0.950

20

0.955

0.956

0.941

0.944

0.960

0.950

30

0.947

0.955

0.936

0.924

0.970

0.944

49

0.936

0.937

0.923

0.935

0.947

0.941

60

0.940

0.914

0.893

0.942

0.941

0.935

80

0.923

0.903

0.865

0.930

0.930

0.930

it appears as if data are reduced because they are divided into
a number of clusters, but the total data does not change. This
model is used in the research of Wang et al. [4] and Wiharto
et al. [12]. Both research models do not reduce the amount
of data, and thus do not reduce the computation process. This
is different from the proposed model, in which the clustering
process is performed to reduce the amount of data. The use
of the proposed model with a data reduction percentage of
80% can provide a similar level of performance achieved by
work proposed by Wang et al. [4] and Wiharto et al. [12].
The data reduction model can be performed using the random
down-sampling method. The random down-sampling reduction
model has an impact on the resulting data; that is, when the data
selection is correct, it will produce good data for training in
classification, but if it is incorrect, then it will provide training
results in poor classification. This also occurs in the slice of
the data method, which is also done randomly in choosing from
which data to reduce. In the m-DBSCAN algorithm model, the
selected data are representative of the data that are included
in a cluster, thus reducing the amount of data that must be
eliminated.
For testing using the Kaggle dataset, data reduction using
the m-DBSCAN algorithm has better capabilities than some
data reduction methods, as shown in Table 5. Table 5 shows
that the m-DBSCAN method has better performance for high
data reduction percentages, but when the percentage of data
reduction decreases, the resulting performance is lower than
that of the sampling method. The results of statistical tests,
using the t-test method with a confidence level of 95%, resulted
in a p-value > 0.05. These values show that the m-DBSAC did
not show a significant difference in its accuracy performance
parameters, but the sampling method has problems in terms of
www.ijfis.org

sampling and can exclude some data that may not be homogeneous with the data taken [27]. When compared with the slice
data method, there was a significant difference. The p-value
from the statistical t-test method is as much as <0.05. The
two methods, sampling and slicing of the data, are not effective
when compared to m-DBSCAN. The reduction model using
m-DBSCAN was also tested using the KDDCup99 dataset, and
the resulting performance was not significantly different from
the methods of sampling and slicing the data.
The next clustering-based reduction model is reduced through
homogeneous clusters (RHC). RHC is based on the concept of
homogeneity, but uses a k-means clustering algorithm [42–44].
The algorithm performs clustering for non-homogeneous data
such that all the data becomes homogeneous. The weakness
of this algorithm is that the use of k-means does not work well
with outliers and noise datasets. In the case of IDS, it contains
many outliers and noise data; therefore, algorithm selection for
clustering is very important. DBSCAN has a good sensitivity
capability compared to k-means [33]. Referring to research
conducted by Ougiaroglou et al. [44], data reduction using the
RHC algorithm and neural network classification algorithms,
support vector machine, and k-NN for the percentage of data
reduction of approximately 80%, the resulting accuracy was
still below 90%. The RHC algorithm has a weakness in that it
does not provide good performance on noise data. According
to this weakness, it was developed as an extended RHC (eRHC)
[45]. At eRHC when clustered with one data point, it was considered as noise and discarded. In the study of Ougiaroglou
et al. [44], it was shown that data reduction with eRHC can
achieve performance with an accuracy of less than 90% at a
percentage of 90% data reduction, when combined with the
SVM classification algorithm. Referring to the RHC and eRHC
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Table 6. Comparison with previous research
Data reduction
approach

Dataset

SVM

PCA

Kaggle

79.3

98.1

95.2

SVM

PCA+Firefly

Kaggle

84.4

99.8

97.5

NB

PCA

Kaggle

68.5

94.1

75.3

NB

PCA+Firefly

Kaggle

76.8

97.2

84.2

Study
Bhattacharya et al. [46]

Sarker et al. [48]

Method

-

Kaggle

90.0

-

90.0

Embed

Kaggle

98.0

-

98.0

Fuzzy clustering

KDDCupp99

-

-

96.6

NB
IntruDTree

Sensitivity Specificity Accuracy

Wang et al. [4]

BPNN+Fuzzy aggregation

Khare et al. [47]

DNN

SMO

KDDCupp99

92.8

93.0

92.8

DNN

PCA

KDDCupp99

89.8

88.5

89.8

DNN

-

KDDCupp99

90.9

88.2

90.9

Proposed

CART

m-DBSCAN

Kaggle

89.1

94.4

92.3

CART

m-DBSCAN

KDDCupp99

93.2

94.3

93.7

algorithms, m-DBSCAN is still, overall, better than the RHC
and eRHC algorithms. Related to the inconsistency ratio of the
reduction result data, m-DBSCAN is better because the clustering process is carried out for all data. The basic ability of the
DBSCAN algorithm can cluster data into clusters that match
the data labels; therefore, the reduction process does not significantly affect changes in the composition of the data for each
label. This is different from the RHC and eRHC algorithms,
where clustering is applied only to homogeneous data so that it
can cause inconsistency in data ratios.
The system model with the combination of m-DBSCAN and
the CART algorithm in the IDS system case provides relatively
good performance compared to a number of previous studies
using the same dataset, namely the Kaggle dataset. A comparison with previous research using the Kaggle dataset is shown
in Table 6. The ability of m-DBSCAN with CART is able to
provide better than that of the na?ve Bayesian (NB) method
combined with PCA, even better than the combination of NB +
PCA + Firefly [46]. The ability of m-DBSCAN + CART was
also better than that of the model proposed by Khare et al. [47].
In this study, combining spider monkey optimization (SMO)
with a deep neural network (DNN), the resulting performance
is still lower than that of m-DBSCAN + CART. Compared with
Wang et al. [4], it is lower, but in the case of Wang et al. [4]
the approach does not reduce the amount of data, but divides
the data into a fixed number of clusters, thereby increasing the
complexity of the computation.
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5.

Conclusion

Based on the results and discussion, it can be concluded that the
modified DBSCAN algorithm is sufficient and can be used to
reduce large datasets. Experimental scenarios carried out with
and without considering labels produce similar results, meaning
that without considering data labels, DBSCAN modification can
overcome the inconsistency problem of data ratio comparisons
that may occur. For experimental scenarios, the parameters
(Eps, MinPts, and MinNeighborhood) used did not have an
optimal value, but depended on the distribution of data on each
dataset used. Modification of DBSCAN yields good results,
as shown by the test results using the Kaggle and KDDCup99
datasets, showing that the proposed system model provides
performance in terms of faster computation time and is able to
maintain classification accuracy above 90%.
This study empirically determines the parameters in the mDBSCAN algorithm so that it requires repeated testing time, so
it is possible that the resulting parameters are not necessarily
optimal. Several heuristic algorithms can be used for further development. Heuristic algorithms that could potentially be used
include genetic algorithms (GA), particle swarm optimization
(PSO) algorithms, artificial bee colony (ABC) algorithms, and
artificial immune system (AIS) algorithms. The use of these
algorithms is expected to obtain optimal results compared with
the empirical determination of DBSCAN parameters.
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